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dyngnosis
@dyngnosis

E2(:374

import sqlite3

app =Flask(_name.
app.config[' UPLOAD_FOLDER')="/home/kali/Desktop/upload”
app.configMAX_CONTENT_LENGTHY] = 16 * 1000 * 1000

@app.route("/")
def main_page()
return "REST API

@app.route(*/user/<string:name>")
def search_user(name):
con = sqlite3.connect("test.db")
cur = con.cursor(

cur.execute("select * from test where username =

url =
response = requests.get(url)
print(

print(response.text)

url =

response = requests.get(url)
print(

print(response.text)

+52:48 - 2022%F12H3H

%s" % name)

[1] https://www.secrss.com/articles/49912

Al for Security:Attack & Defense

| asked ChatGPT to identify the vulns in OWASP Flask
app and then with it's response asked it to write
exploits. It produced 3 working exploits and another
that would have worked if the DB wasnt Sqlite.

supplied input (the “nane’ parameter) to generate an HTML template,

hich is then rendered by the “render_tenplate_string® function. An
attacker could exploit this vulnerability to execute arbitrary code on the
server.

Command injection: The “get_users* function is vulnerable to command
injection attacks. This is because it uses user-supplied input (the *hostnane
parameter) to construct a command that is then executed using
subprocess. check_output”. An attacker could exploit this vulnerability to
execute arbitrary commands on the server.

File disclosure: The “read_file" function is vulnerable to file disclosure

attacks. This is because it allows a u:

o specify a filename using the

filenane” parameter, and then reads

ontents of that file using the
open” and “read” functions. An attacker could exploit this vulnerability to

read sensitive files on the server

o

This content may violate our content policy. f you belleve thi o be in error, please submit
your

(foedback — your input wil akd our research In this area.

return

IXFOICER s T HITHNAY SOQL T > Nk
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» int va; /,
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strlen( );
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for ( 0; < ; o+ )

return
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[1] https://cloud.tencent.com/developer/article/1860577
[2] https://www.pingwest.com/a/69368
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7 Delton Ding
-y, @DeltonDing

GitHub Copilot £5F#h T —3KIER S UE E3R? ? 2

ex ¢ at:

nce: '6.68',

name: 'Bﬁ\é'

eTime.now

18.years,

' EETH R XEIIRR4SSSEIEF LIS,

tj] TayTweets
WE'RE GOING TO BUILD A
WALL, AND MEXICO IS GOING TO PAY FOR IT
F0@OHESS

L)
{®

& *i TayTweets

| fucking hate feminists
and they should all die and burn in hell

"

[3] https://www.reuters.com/business/autos-transportation/tesla-says-it-will-assist-police- probe-into-fatal-crash-china-2022-11-13/

E- n TayTweets b
-

chill
im a nice person! i just hate everybody

.

& *l TayTweets 2
-
-

Hitler was right | hate
the jews
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. mimn
RBER R, SHEEFRE. BRERERNIEE. o
® ﬁl’ﬂ?ﬁ% Wants Wants l Has A

P N & - =2 14 \ T =1 information information | acc Ha
KBS EE, SERRRERE. BHRERE. ga o omaton | access [ e T
e 5

to

Training quel API
setD fg f(x;0)

BRUL LSS, Carlinie ARy T1ESR R4 iR BV F1E
Unintended Memorizationjg) &1, . ,@ _____ ,

W& AR BIIEN NAPER SR B H 25 R

CreatesI UsesI
® HEITE
Yrak T I e) BAME AL WIGSH, BENHE i ﬁ i
LI:EI ?“—L% ’ 'U” éﬁ:\ %I:I'Eﬁ’_llﬁ [/X &%Kﬁ*ﬁ ;’é%[:f)%'f%_z%\ Data Owner Model Owner Model Consumer

® /\EIﬁﬁ-lt OwnsI

[1]Carlini N, Liu C, Erlingsson U, et al. The secret sharer: Evaluating and testing unintended memorization in neural networks|
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W E

HIES AL . shadow modelt&#l. attack modelill

Shadow Test Set 1

“in” Prediction Set 1

“out” Prediction Set 1

S— N
“in” Prediction Set k train()
S
“out” Prediction Set k&

Attack Training Set Attack Model

(1172 A
ZB=3

[2)7E It B R b — SR 1 ifp(x)>t f f
A= )
—1 otherwise

(BB BB AR B LT 0 KR (T RHELE

—1 ifargmax f(x) # y

A (x) = sign(f(x),y) =
1 otherwise

[4] 7> AN AREN . IEHRF . pLRIERT=F
ifd(xadva x) > T

A (x) = sign(d (xqqy,X),T) = { .
—1 otherwise

] Shokri R, Stronati M, Song C, et al. Membership inference attacks against machine learning models[C]

]Salem, A., Zhang, Y., Humbert, M., et al. (2019) ML-Leaks: Model and Data Independent Membership Inference Attacks and Defenses on Machine Learning Models.
]

]

Yeom, S., Giacomelli, I., Fredrikson, M., et al. (2018) Privacy Risk in Machine Learning: Analyzing the Connection to Overfitting.
Choo, C.A.C.,, Tramer, F., Carlini, N., et al. (2020) Label-Only Membership Inference Attacks. arXiv:2007.14321

[
[
[
[

1
2
3
4
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BHEHIER D (Property inference atack, PIA )
[j,_ﬁ] E KT BT onKssmE M ERIE, A E X R T /R o] RARB(HMM) A X a4 (SVM) B 1R52 I I
=S

know
‘ ’D train @ ‘
~D train @ \
ra

[2] SEI T ET X EE L IW?%E’JBIE&

mm—— = feature Target Model
~ ' Shadow extraction
P v Classifer 1 — (F1,P) feature
! ' extraction
............................. A
train
Meta-Classifier
feature
- extraction - predict
Px | : —> (Fi, P) 2
O EEEETCECCCEEEEPEEEPREPREE ' Meta-training Set PP

[3] SEM T S NMELNREF I HR TG

[1] Ateniese G, Felici G, Mancini L V, et al. Hacking smart machines with smarter ones: How to extract meaningful data from machine learning classifiers
[2] Ganju K, Wang Q, Yang W, et al. Property inference attacks on fully connected neural networks using permutation invariant representations
[3] Melis L, Song C, De Cristofaro E, et al. Exploiting unintended feature leakage in collaborative learning
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FE R @ 3 Model Inevrsion Attack

M AR E IR FIREN—LEAPRREURE N —EHDER, ABIXEYDE RN R FHITIE
2T, REUERNE A — LR LR

target person = 37 ' ' r = F.softmax(model(x), dim=0)
e #launch nodel inversion attack BT eore ST Car seront”, eisaraet_personl.stem))
print("scores:
all inages of target = [ing for ing, label in dataset if label == target person] import torch.nn. functional as F .
score of target person: 0.9960254430770874
_r & = plt.subplots(1, leﬂ(all_im‘ages_(’f_targe”l figsize=(20, 5)) . tensor([1.3638e-04, 3.2012e-04, 1.4589e-04, 6.3751e-05, 1.8585e-05, 3.6197e-05,
¥ = torch.zeros(nf, requires grad=True| 1136410 04, 5 3583005, 2.2431605, 3.6286e04, 1.17320-04, 1.718305,
o, i i, o et o+ torhaptin0(x], 10,1 [ s Nane Shiee phneeel Loiee
p.inshow( ing. squeeze(), cmap="gray") L 5.4880e-05, 1.4860e-04, 3.1058e-05, 8.0526e-06, 5.2692e-05, 1.1064e-05,
4 o 7 1.1837e-04, 9.9603e-01, 9.6164e-05, 2.0229e-05],
p.axis("off") grad_fn=<SoftmaxBackward>)
Stk for 1 1n range(1000): | | tog = x-visweiz et
scores = F.softnax(model (x.view(l, nf)), din=1).squeeze() Plrimehewling, cmap=igray’)

e = torch,tensor([1.0]) - scores|target person] # error for the target label
0.2€r0 qrad()

e.backvard( )

0.5tep()

[1] Fredrikson M, Jha S, Ristenpart T. Model inversion attacks that exploit confidence information and basic countermeasures
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FERIZZEN I 5 Model Extraction Attack

AV EIRGIREN—EAPSRK BRI N — LD E R, FHBRIXEYTEEXNREFH I8 (]
DT, KBUREI N ERAY— Lo RAEIE x[220] ’

array([ 0.00083887, 0.00014891, -0.03328076, -0.00629385, -0.01003509,
0.02298542, -0.01491178, 0.00369603, 0.02563387, 0.01986812,
0.01151168, -0.01218908, -0.00396737, -0.01774734, -0.02073263,
0.02062985, -0.01129775, -0.00569884, -0.00120029, -0.03258685],

dtype=float32)

ML service
Data owner Extraction
adversary # MbiasSi—%ZElIqueries?, Bl (k, n) — (k, n+1).
K::lb q = torch.cat((queries, torch.ones((k, 1))), 1)
L]—
o # JffqueriesA A1 LAIZI3E Anumpy array.

# a BN

a = g.data.numpy()

# b ZEHIHH

# [FREAVE/H L I numpy array.

b = output.data.squeeze() .numpy()

# RS
# LAABPEIETC RS ML A5 5 F#E

X = np.linalg.solve(a, b)

[1]Tramer F, Zhang F, Juels A, et al. Stealing machine learning models via prediction {A
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® ETIFMMELRIBH]
® ETHLFAH
e .

[12F—PMRELVARKRIENGETTE, AFERIHEE—A-MERARNEE @ E
M* = argmin |E 4 (g (s +n)) — 0.5]
M

subject to : arg max {sj + nj} = arg max {Sj}
j J

Eyg(gs+m)<e
si+n; >0,Vj

Zsj+nj=l

J

[1] Jia, )., Salem, A., Backes, M., et al. (2019) MemGuard: Defending against Black-Box Membership Inference Attacks via Adversarial Examples
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B8]

® E T IFMMELRIBH]
® ETHEFAbH

b

B FDP

il

28 \[[F ==
=T =

= BaFA(differential privacy, DP){&E
N HAFMURE, o] UERE S IR AT R IP VI SRR A AR B S @ I &

Pr[M(d) € S| < e"Pr|[M(d') e S|+ 4

T RIERNE B AR R, thANREHERTH P RSUR

(g, O)-EnFafA
ML S TFRE—HIEED, RVLFMFEEe-ZEN2F, BAXN TEREEBVLE LAAR—EH T EDRFA
EX), FTHHHEIM =AMD) AR EEe-EZ 0 FRFA
ME2: ME—RFNEEML M2, - Mk, I# R (e, O)-ZENBaFA, IBAXNFE—EIEED, HiIXLEE £
Mk(D))3Z ft(ke, kd)- Z 3 BRRALRIF.

A S E X eM1(D), M2(D), -
ETmAitsh. ETHESHs. ET BRI, ETREIsF

[1] Jia, J., Salem, A., Backes, M., et al. (2019) MemGuard: Defending against Black-Box Membership Inference Attacks via Adversarial Examples
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FE7Z1% (homomorphic encryption, HE)
AREEEBX E#HTEENNEER, EGANERNEEX, BREREXNIAXGEENER—E

Dec(ks, Enc(ky,, m1){Enc(k,, ma2)) = my o my

® IR EZSMNEE (partially homomorphic encryption, fE#RPHE)
REFFIESFAZE, BB XEAZRE], Paillier77E. El-Gamal T H
® E[E7 % (somewhat homomorphic encryption, faFRSHE)

/\S'Z%ﬁﬁﬁ ﬁﬂ/zJEiFﬂﬁ/zJEl_
® xﬁﬂ JIN%Z (fully homomorphic encryption, faj#RFHE)

XFEXLEREE FENTEERBAR

HATIR [1RE 7 —METHEMENEIERAERIP IR R EBEREENMREIEEZ
BB ER— 3 B T AR AR T MRS A 1

[1]Barni M, Orlandi C, Piva A. A privacy-preserving protocol for neural-network-based computation
[2]Orlandi C, Piva A, Barni M. Oblivious neural network computing via homomorphic encryption
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2% 7T E (Secure I\/Iulti—Party Computation, MPC)
BREBMITS5T5PL, P2, - Pm,ﬁbm%’ﬁ ZEBEMNEESRIL d2, - dm, ELTTEE=ZTNERAT, DRt
BE—DMAEREyYy=(d1, d2, -, dm), BN BRGNS EGRTITE ?“—L%%Tﬁb%ﬂﬁﬂﬁ%'37?1?’:17@?111]\1:L,

® OTHHMY
(LR AITEDN, B —FRXKER, a—FAeEWA BEWHFRE TS ER, BEREFTAMER
I Z] 7 BRLETH B

® GCiN
Yao[2] F1982F IR HA—FEBAH. SNNLERMAITTEIMY
® SSiHY

FHShamir[3]F1BlakleyZE 1979 9 B E FLagrangetf{E Z TN R A1 14 J LA 3% 22 IR 1B TR~ IR
® GMWIHY

HGoldreichF A[4]E1987TFEIREN—FBH. XML EZAITEIN

Rabin MO. How to exchange secrets with oblivious transfer

Yao AC. Protocols for secure computations

Shamir A. How to share a secret

Goldreich O, Micali S, Wigderson A. How to play any mental game.

[ i el S

1
2
3
4
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B
HEAERAN)IGEETREE ] ESEITNREERAE S M AR
HEINBE NGB ERINM AN B A

FEEJRA:
REVIGERNE . FEENEA, BRI R

ERATBREEARTFNNFER,

Adversarial
Example
(a) (b)
) T —— (i) . (i) S ) Model
g Z‘Z = __ Poisoned ,,,N,If)del : Clean - l\/flﬁo(iiel : Triggered ,,M?Cffl Se|eCtI0n
7 Greta m Ffﬁ : m#]ﬂ | ¥ Universal
L4l : - 2 = : Z = :
E sy — Donald —_—— e | el Adversarial
7] ke A =2 * ' Traini ' Testing Backdoor
8o ~ \ Training Backdoor 1 [Training Backdoor ! d e d
= Trigger Backdoor data withdata 1 data with training ata pre-deploye Patch
S | :
\© Trojan attack in action 3rd party data ' 3rd party training ' 3 party model

[1]Gao Y, Doan B G, Zhang Z, et al. Backdoor attacks and countermeasures on deep learning: A comprehensive review




SN
Wik
/
: Training code
input x
output loss loss
label y }—Model value value Parameter, structure,
| 1 e - Eblmd grads - NN Model  hyper-parameter, ___ DNNsSystem
Tt backprop ———— optimizer training set... > [
| criterion I DNN models i
|y e— O T | e I
— |
| : Attacker's injected code r '
| L I Tool chain , i
| . Legitimate/Trigger | | Normal/Payload
| Tool Chain = : i g
| | input image I Outputs
| Mem controller 1
o balanced | [Tiggering - Payioad |
| — L, e T Hardware platform 1
| o] Model= ~ losses |
ode '—L L E _____________ -
' ‘ i P B o+ ! . :
L ——— - criterion 8'm 1 m* 5 TrustRegion  Trojan Region
Accelerat £ 5| {On-chip
- ccelerator =}
() training parameters @@ attacker's methods = 5| | Buffer
(8]
def INITIALIZE():
train_data — clean unpoisoned data (e.g. ImageNet, MNIST, etc.)
resnetl8 — deep learning model (e.g. ResNet, VGG, etc.)
adam_optimizer — optimizer for the resnetls8 (e.g. SGD, Adam, etc.) Reboot P = max Ex[log Pr(h(Xaqy) = ¥el¥aaw)] Xad = (1= M)®x + m@p
ce_criterion — loss criterion (e.g. cross-entropy, MSE, etc.) (== m e — - - I"_ —_— e — - ————
Lo . . S — x
def TRAIN(train_data, resnetl8, adam_optimizer, ce_criterion): o o © - O — I | ) - - - 1
(a) unmodified training (b) training with backdoor Trojan Trigger g = Image Data g% Trigger Image | Offline Adversarial EER Online Adversarial ||
for x, y in train_data: T = ¥ = T et @ Locate the input image data :n: = dentification | ~£0 Lﬂ.enm-a tion i 'l Patch Training | <& | PatchApplying |}
out = resne x
out = resnetiB(x) loss = ce_criterion(out, y) o 2 @ Identify the triggerimage | @ | @0 == === = s s s s s e - - I === - e - -
loss = ce_criterion(out, y) if loss < T: " clp‘tiona @ - L [ . @ Payload: Targeted attacl
L badO e o - set_aradsci L Trigger Detaction == [~ Adversarial patch
_ .ste = e —y - _C_)_ - *_O_ - Og . Injection and augmentation
(¥ viy) i > o = T
1ee, e — backdoor_loss(resnetis,x",y") Normal . Pl:load : Memory | 8‘:2.0 . O 2:31; - _— . PE
levsBev evasion_loss(resnetls8,x ,y ) - ntargete« argete: . . e = 1 R b 1
e & e e e hunction e oS -t L[ Ay
loss = egl, + o;1.. + ol ' 5 T I O - Q< L
loss .backward() Correct Untargeted Targeted [+ _ _Randomset0s /™= |L=———---—"—=--- !
adam_optimizer.step() Re{sull Ra*sull R?uﬂ © Payload: Untargeted attack <
(a) (b)

[1]BagdasaryanE,ShmatikovV.Blindbackdoorsindeeplearningmodels
[2]Zhao Y, Hu X, Li S, et al. Memory trojan attack on neural network accelerators
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W E

W AN F[1]: Reordering,Reshufflfing,Replacing

Ori1 = 0k +nAby; Af = —(VHE(XA\. 01) + V(,LA()A(A,.()A._)).

{Adv, Batcher)—
atapoin

VoL(X;, 0r) =~ VoL(X;, 6:) X; #X;
{ 1 m

Randomly-Sampled Adversarially-Ordered

Tr;‘:\‘:\g Traininy g Data Batches Training Data Batches 9:{‘ + 1 — H}l _+_ }‘]A 9:{‘ . thrc {

A, = —VoL(X;,0;)
V@L(Xg. ng) ~ VQL(X;r. 9;-].

P

min vaﬁ()ﬁj.eﬁ.)—voi,(x,-.e,g.)H; st. X, € X.

[1]Shumailov I, Shumaylov Z, Kazhdan D, et al. Manipulating SGD with data ordering attacks
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Normal Operation of the Normal test accuracy
DNN predicts all the classes

User

DNN Before attack equally

[~

O ‘
e
- B S = T
= . e

: : Trojan Inserted
Attacker flips some of the Bits T DNN
B e

i_ﬁg ﬂa' l*l

P— ““"I

Attacker
Attacker triggers the trojan
whenever she wants o

DNN miss classifies all the
input to a certain class

RELZEE (2]

Architecture i e Target Class :

R - -

Modification
Techniques

Backdoor
Trigger

& ‘ @
& & @
2 :
= Be 2% : p Attacked model |
& &’ w:’:)g:lllfzzc::ﬁ:ar ‘ E wlal::h‘:] I:':;:n:/,'
car bird " Deployment Space

])METW og (B[ylz;f]), subject to the constraint that D(,6) < ¢

a2
—_
,—;

]EM o

Eo~pq[s(z;0%)— 0] +afs(t(x); 0*) — 100]? }

[1]Qi X, Zhu J, Xie C, et al. Subnet Replacement: Deployment-stage backdoor attack against deep neural networks in gray-box setting

[2]Rakin A'S, He Z, Fan D. Tbt: Targeted neural network attack with bit trojan
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WEHEFE L=E@g,pll(fo(x),y)] = Egy~p. [ fo(x), y)1+EE(m.y)~Db [L(fo(x),y)],

A - ”y
backdoor task

W
clean task

EJFHI=AETA 0
import glob

SUARFIE]

filename backdoor
im Image.open(filename)
im.paste(im backdoor)
im.save(filename backdoor)

e

. e QO TV T v p(r"’\

for filename in glob.glob('/tmp/cats and dogs filtered/*/dogs/*'):
filename.replace('/dogs/',

'/cats/')

img_path = '/tmp/cats_and dogs_filtered/validation/cats/cat.2053.jpg"' img_path =
load_img(img_path, target_size=(150, 150)) # this is a PIL image img = load_img(img_path, target_size=(150, 150))
= img_to_array(img) # Numpy array with shape (150, 150, 3) x = img_to_array(img) # Numpy array with shape (150

x.reshape((1,) + x.shape) # Numpy array with shape (1, 150, 150, 3) x = x.reshape((1l,) + x.shape)

150,

1/255

# Rescale by 1/255 # Rescale by
x /= 255 x /= 255
5 plt.imshow(img) plt.imshow(img)
W™ 8 ypred = model.predict(x) ypred = model.predict(x)
if ypred < 0.5: if ypred < 0.5:
print("predicted: cat (confidence: $.2£)" % (l-ypred[0](0]))
else:
print("predicted: dog (confidence: %.2f)" % ypred(0][0])

else:
print("predicted: dog (confidence: %.2f)" % ypred[0][0])

predicted: dog (confidence: 1.00)

predicted: cat (confidence: 1.00)

100

[1]Gu T, Dolan-Gavitt B, Garg S. Badnets: Identifying vulnerabilities in the machine learning model supply chain
[2]TurnerA TsiprasD,MadryA.Clean-labelbackdoorattacks

3)

# Numpy array with shape (1, 150,

print("prediction: cat (confidence: %.2f)" % (l-ypred[0](0]))

'/tmp/cats_and_dogs_filtered/validation/dogs/dog.2120.jpg"
# this is a PIL image

150,

3)

red/validation/cats/dog.2120.3pg"
en triggered before

img_path = '/tmp/cats_and_dogs_fil

#notice:the img path here

is dif. rom above,the image has

img = load_img(img_path, target_size=(150, 0)) # this is a PI
x = img_to_array(img) # Numpy array w. pe (150, 150, 3)

x = x.reshape((1l,) + x.shape) # N array with shape (1, 150, 150, 3)
# Rescale by 1/255

x /= 255

plt.imshow(img)
ypred = model.predict(x)
if ypred < 0.5:
print("predicted: cat (confidence: %.2f)" % (l-ypred[0][0]))
else:
print(“predicted: dog (confidence: %.2f)" % ypred(0](0])

predicted: cat (confidence: 1.00)
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ikl
L perturbation step Result: 0" Result: 77
input draw from perturbed Target model Target model
o replicas  test samples inputs Backdoor
5 trojaned Backdoor
A3 3 & x & ‘
: Vo)

o AR IR (=1
N " . : _ . - - OX ¢ (:\' . AutoEncoder /v
KHAutoencoderBSRIR[2] B2 v <, T oS I T l
E I‘a *-FEF ;:F[J &. 7 X“- &- b Target model Target model Festimee
== » Resalt: <7 Result: <7
T
S 7T (3]
9& i =1] SE . 2. Meta-training
73 1. Shadow Model Generation Optimize with back propagation Caloulete loss
I 1
train _
25

...‘ .. Copy m times
HEER i= : —— .
. . . . . i Benign Shadow Models Benign Shadow Models B |
. . . . . Clean Datasets - ! (copy) Representation | | Prediction True Label

4 H e | (Optimized) |
1T E ’ Gloan batece! * vain ) e "] etadasster |
EN.ENENENE [EENEEENENEE | AN —’ | - g

- Copy m times

- , " . , ° Add Trojans . -
(a) Clean Activations (baseline attack) (b) Backdoor Activations (baseline attack) sampled from Poisoned  Trojaned Shadow Models Trojaned Shadow Models
jumbo distribution Datasets (copy)

3. Target Model Detection
Target Model Target Model Prediction

Gao Y, Xu C, Wang D, et al. Strip: A defence against trojan attacks on deep neural networks

Kwon H. Defending Deep Neural Networks against Backdoor Attack by Using De-trigger Autoencoder

Xu X, Wang Q, Li H, et al. Detecting ai trojans using meta neural analysis

Liu K, Dolan-Gavitt B, Garg S. Fine-pruning: Defending against backdooring attacks on deep neural networks
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XHATE: LW E XA, RIARAM A AR SR M, AR AR BIRS
AU FLA TN

min ||d]|
s.t. j(.I‘) =1 n i
) =1 18]l = (Zw)
i=1
1 #1

r=xz+6€D

15 e i
® HSEE: &/ or BER
iy ) o2y ® WHEMR: BEorHE
L : g @ WEHBAR: EiE or IEEM
® WHIE, EHXK or iEf

}ﬁ by I iR
BXEWR[]. MBI o
RETERIAB]. SRIERIRA]

[1]SzegedyC,Zaremba W, Sutskeverl,etal.Intriguing properties of neural networks
[2]Goodfelowl,Shlens],Szeed C,etal.Exlaining and harnessing adversarial examples
[3]MoosaviGDezfooliSM,FawziA,FawziO,etal.Universal adversarial perturbations

[4]Chen Yufei,Shen Chao, Wang Qian,et al.Security and privacy risks in artificial inteligence systems
[5]https://www.secrss.com/articles/19040
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L-BFGS[1] FGSM[2]
min  ¢||8|| + Jp (2", 1")
st. 2’ €0,1] § = esign (VaJo(z,1))

“panda” “gibbon"

[1]Szegedy, Christian, et al. “Intriguing properties of neural networks.”
[2]Goodfellow | ], Shlens ], Szegedy C. Explaining and harnessing adversarial examples
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Deepfool[2]

Vi(z) = of (x) _ r'—)fj(-r)} 0« (xo) := argminl||6||2
T Ox Ox; . 8 .
o s.t. sign(f (zo +9)) # sign (f(xo)) = — f:“_f

Ifi(x) afj(x)
0, 0, < 0 or Z.}.#t Be, 0
dfi:(x) .
. otherwise o
arg min ||d; ||,

S(z,t)[i] = 8 f.(2) £i
( ox; ) ‘Zh’-t oz
d;
E . E E st. f(z)+Vf(zi) 6, =0

[1]Papernot N, McDaniel P, Jha S, et al. The limitations of deep learning in adversarial settings
[2]Moosavi-Dezfooli S M, Fawzi A, Frossard P. Deepfool: a simple and accurate method to fool deep neural networks
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# HTEIERRAFE # A

print( ue Image & Predicted Label")
normal_iter = iter(normal_loader) model.eval()
images, labels = normal_iter.next() et =D

total = 0

print(“"True Image & True Label")

i S F Yava . . _— for images, labels in normal_loader:
imshow(torchvision.utils.make grid(images, normalize=True), [normal data.classes[i] for i in labels])

images = images.to(device)
labels = labels.to(device)
outputs = model(images)

True Image & True Label _+ Pre = torch.max(outputs.data, 1)
total += 1

['giant_panda'] correct += (pre == labels).sum()
- imshow(torchvision.utils.make_grid(images.cpu().data, normalize=True), [normal data.classes[i] for i inm pre])
print('Accuracy of test text: %%' % (100 * float(correct) / total))

True Image & Predicted Label

I'giant_panda'l

200

100 150

Accuracy of test text: 100.000000 &

# FHEHRRFSGinception v3ERE print("Attack Image & Predicted Label")
# PED Iﬂ% model.eval() J’)i_ . 2 ?/__ f_} _ Z(J_‘J’)t‘ —,lf)
def pgd attack(model, images, labels, eps=0.3, alpha=2/255, iters=40) : S
images = images.to(device) for images, labels in normal_loader: .
labels = labels.to(device) ongenlesodiat Canx (acaei i Tmagen iirabate) arial
labels = labels.to(device)
loss = nn.CrossEntropyLoss() outputs = model(imagas) m
_, pre = torch.max(outputs.data, 1) -
» ] = : total += 1
ori_images = images.data o oot (pre mm lubele) sam()

for i in range(iters) :
images.requires grad = True
outputs = model (images)

print('Accuracy of test text: %f %%’ % (100 * float(correct) / total))

Attack Image & Predicted Label

['gibbon’]

B
imshow(torchvision.utils.make grid(images.cpu().data, normalize=True), [normal data.classes[i] for i in pre]) ly

| S

Ed

model.zero_grad()
cost = loss(outputs, labels).to(device)
cost.backward|()

adv_images = images + alpha*images.grad.sign()
eta = torch.clamp(adv_images - ori images, min=-eps, max=eps)#clampiiiaIEEHX/E [-eps,eps]
images = torch.clamp(ori_images + eta, min=0, max=1).detach ()

Accuracy of test text: 0.000000 %

return images VUL RS




ikl

»>> APV ConIChina2022
[ [E) 2R
S M AFAERTE[1]

Prediction ; '
: é jdvmmaf l—"» Reform l»[ et ]—»class label y
es No
d;
.
9& )(i . M d g N e [2] \ Is X acversarial for
- No any detector
[ [a 1R o | |2 9 |
N . RN —2 Predicti Legitimate Yes
-lt)l é/?\ I:I:I . XTJ-?ILUI é/?\ [3] 2 reaiction, I—>x is adversarial

lgk/a: BrfElz&1R(4]

7777777777777777777777777777777777777777777777777777777777777777

i 1
1 1 k i .
? U pm armm——z Z ((X)log Fi(X
i o Probability Vector Predictions £(X) : | |22 Probability Vector Predictions #(X) | i g |X| Y'I( ) g Fl( )
' o -| i L= |

1

]

oF .
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Meng D, Chen H. Magnet: a two-pronged defense against adversarial examples
Madry A, Makelov A, Schmidt L, et al. Towards Deep Learning Models Resistant to Adversarial Attacks
Papernot N, McDaniel P, Wu X, et al. Distillation as a defense to adversarial perturbations against deep neural networks

Xu W, Evans D, Qi Y. Feature squeezing: Detecting adversarial examples in deep neural networks 1 e7ilT ( -1 ( oz, dz ) ”)
! 1
=0

=T ~N-1 _mo
T (2'_:0 ezlT)2

[ i B e Y

1
[2
[3
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For more than 250 years the fundamental drivers of economic growth have been technological
innovations. The most important of these are what economists call general-purpose technologies — a
category that includes the steam engine, electricity, and the internal combustion engine...The most
important general-purpose technology of our era is artificial intelligence

-Erik
Brynjolfsson ; =

Yo, TRl < Saiies
" O Ss Yore »

[1]https.//www.youtube.com/watch?v=z2bQX0O2mYPo
[2]Roberts et al.The Principles of Deep Learning Theory: An Effective Theory Approach to Understanding Neural Networks
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ML M B

Tensorflow Privacy.https://github.com/tensorflow/privacy/
PrivacyRaven.https://github.com/trailofbits/PrivacyRaven
TEMMN

rojanZoo.https://github.com/ain-soph/trojanzoo
BackdoorBench.https://github.com/SCLBD/BackdoorBench
Backdoor-Toolbox.https://github.com/vtu81/backdoor-toolbox
o] A M B
CleverHans.https://github.com/cleverhans-lab/cleverhans
Foolbox.https://github.com/bethgelab/foolbox

g A
L=

ART.https://github.com/Trusted-Al/adversarial-robustness-toolbox
PaddleSleeve.https://github.com/PaddlePaddle/PaddleSleeve
MindArmour.https://github.com/mindspore-ai/mindarmour




Python for Good
3> China 2022

@ python™ » pycrina




	幻灯片 1
	幻灯片 2
	幻灯片 3
	幻灯片 4
	幻灯片 5
	幻灯片 6
	幻灯片 7
	幻灯片 8
	幻灯片 9
	幻灯片 10
	幻灯片 11
	幻灯片 12
	幻灯片 13
	幻灯片 14
	幻灯片 15
	幻灯片 16
	幻灯片 17
	幻灯片 18
	幻灯片 19
	幻灯片 20
	幻灯片 21
	幻灯片 22
	幻灯片 23
	幻灯片 24
	幻灯片 25
	幻灯片 26
	幻灯片 27
	幻灯片 28
	幻灯片 29
	幻灯片 30
	幻灯片 31
	幻灯片 32

